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Background to this policy

Introduction

The changing face of information technologies and ever increasing student use of these technologies has meant that the Education Acts have had to change in an attempt to keep pace. Within Part 2 of the Education Act 2011 (Discipline) there have been changes to the powers afforded to schools by statute to search pupils in order to maintain discipline and ensure safety. Schools are required to ensure they have updated policies which take these changes into account. No such policy can on its own guarantee that the school will not face legal challenge, but having a robust policy which takes account of the Act and applying it in practice will however help to provide the school with justification for what it does.

The particular changes dealt with here are the added power to search for items ‘banned under the school rules’ and the power to ‘delete data’ stored on seized electronic devices.

The new act allows authorised persons to examine data on electronic devices if they think there is a good reason to do so. In determining a ‘good reason’ to examine or erase the data or files the authorised staff member must reasonably suspect that the data or file on the device in question has been, or could be, used to cause harm, to disrupt teaching or could break the school rules.

Following an examination, if the person has decided to return the device to the owner, or to retain or dispose of it, they may erase any data or files, if they think there is a good reason to do so. 

Responsibilities

The Headteacher has authorised the following members of staff to carry out searches for and of electronic devices and the deletion of data / files on those devices: 
ICT/ E-safety Coordinator – Mr Daniel King

Assistant Head Teacher  – Mrs Nicola Bonell
The Headteacher may authorise other staff members in writing in advance of any search they may undertake, subject to appropriate training.

Members of staff cannot be required to carry out such searches. They can each choose whether or not they wish to be an authorised member of staff.

Training / Awareness
Members of staff will be made aware of the school’s policy on "Electronic devices – searching and deletion":
•
at induction

•
at regular updating sessions on the school’s e-safety policy 

Members of staff authorised by the Headteacher to carry out searches for and of electronic devices, and to delete data / files from those devices should receive training that is specific and relevant to this role. 

Specific training is required for those staff who may need to judge whether material that is accessed is inappropriate or illegal. 

Policy  statements
Search:

This policy refers only to the searching for and of electronic devices and the deletion of data / files on those devices.

Pupils are allowed to bring mobile phones or other personal electronic devices to school and use them only within the rules laid down by the school. See e-safety policy for guidelines on this

If pupils / students breach these rule the sanctions for breaking these rules can be found in the e safety policy.
Authorised staff (defined in the responsibilities section above) have the right to search for such electronic devices where they reasonably suspect that the data or file on the device in question has been, or could be, used to cause harm, to disrupt teaching or break the school rules.
An authorised member of staff finding an electronic device may access and examine any data or files on the device if they think there is a good reason to do so (i.e. the staff member must reasonably suspect that the data or file on the device in question has been, or could be, used to cause harm, to disrupt teaching or break the school rules). 

The examination of the data / files on the device should go only as far as is reasonably necessary to establish the facts of the incident. Any further intrusive examination of personal data may leave the school open to legal challenge.  It is important that authorised staff should have training and sufficient knowledge of electronic devices and data storage. 

If inappropriate material is found on the device it is up to the authorised member of staff to decide whether they should delete that material, retain it as evidence (of a criminal offence or a breach of school discipline) or whether the material is of such seriousness that it requires the involvement of the police. Examples of illegal activity would include:

· child sexual abuse images (including images of one child held by another child) 

· adult material which potentially breaches the Obscene Publications Act

· criminally racist material

· other criminal conduct,  activity or materials

Members of staff may require support in judging whether the material is inappropriate or illegal. One or more Senior Leaders should receive additional training to assist with these decisions. Care should be taken not to delete material that might be required in a potential criminal investigation. 

The school should also consider their duty of care responsibility in relation to those staff who may access disturbing images or other inappropriate material whilst undertaking a search. Seeing such material can be most upsetting. There should be arrangements in place to support such staff.  The school may wish to add further detail about these arrangements. 

Further guidance on reporting the incident to the police and the preservation of evidence can be found in the SWGfL flow chart –  http://www.swgfl.org.uk/safety/default.asp .  Local authorities / LSCBs may also have further guidance, specific to their area. 

Deletion of Data

Following an examination of an electronic device, if the authorised member of staff has decided to return the device to the owner, or to retain or dispose of it, they may erase any data or files, if they think there is a good reason to do so. (i.e. the staff member must reasonably suspect that the data or file on the device in question has been, or could be, used to cause harm, to disrupt teaching or break the school rules). 
If inappropriate material is found on the device, it is up to the authorised member of staff to decide whether they should delete that material, retain it as evidence (of a possible criminal offence or a breach of school discipline) or whether the material is of such seriousness that it requires the involvement of the police. Consultation on this will take place with the Headteacher, Mrs Hilary Tyreman or in her absence, the Assistant Headteacher, Mrs Nicola Bonell.

A record should be kept of the reasons for the deletion of data / files. (DfE guidance states and other legal advice recommends that there is no legal reason to do this,  best practice suggests that the school can refer to relevant documentation created at the time of any search or data deletion in the event of a pupil, parental or other interested party complaint or legal challenge. Records will also help the school to review e-safety incidents, learn from what has happened and adapt and report on application of policies as necessary).
Audit / Monitoring / Reporting / Review

The responsible person, Mrs Hilary Tyreman, will ensure that full records are kept of incidents involving the searching for and of mobile phones and electronic devices and the deletion of data / files. 

These records will be reviewed by e-safety officer and E-Safety Governor at regular intervals (termly).
This policy will be reviewed  by the head teacher and governors annually and in response to changes in guidance (DfE guidance will be reviewed in 2013) and evidence gained from the records.  

Review of the policy

This policy will be reviewed by: The head teacher, e-safety Coordinator and the e-safety group annually.
Relevant legislation:

· Education Act 1996

· Education and Inspections Act 2006

· Education Act 2011 Part 2 (Discipline)

· The School Behaviour (Determination and Publicising of Measures in Academies) Regulations 2012

· Health and Safety at Work etc. Act 1974
· Obscene Publications Act 1959
· Children Act 1989
· Human Rights Act 1998
· Computer Misuse Act 1990
This is not a full list of Acts involved in the formation of this advice. Further information about relevant legislation can be found via the above link to the DfE advice document.  

DfE advice on these sections of the Education Act 2011 can be found in the document:    “Screening, searching and confiscation – Advice for head teachers, staff and governing bodies”

http://www.education.gov.uk/schools/pupilsupport/behaviour/behaviourpolicies/f0076897/screening-searching-and-confiscation
It is recommended that Headteachers / Principals (and, at the least, other senior leaders) should be familiar with this guidance. 
Current guidance from DFE 

Summary of guidance Screening, search and confiscation

http://www.education.gov.uk/schools/pupilsupport/behaviour/behaviourpolicies/f0076897/screening-searching-and-confiscation
Full Guidance on  Screening, search and confiscation

http://media.education.gov.uk/assets/files/pdf/s/screening%20searching%20and%20confiscation%20-%20advice%20for%20head%20teachers%20staff%20and%20governing%20bodies.pdf
Summary of guidance from DFE website April 2013 

Key points

Searching

· School staff can search a pupil for any item if the pupil agrees1.

· headteachers and staff authorised by them have a statutory power to search pupils or their possessions, without consent, where they have reasonable grounds for suspecting that the pupil may have a prohibited item. Prohibited items are: 

· knives or weapons

· alcohol

· illegal drugs

· stolen items

· tobacco and cigarette papers

· fireworks

· pornographic images

· any article that the member of staff reasonably suspects has been, or is likely to be used:

i. to commit an offence

ii. to cause personal injury to, or damage to the property of, any person (including the pupil)

· headteachers and authorised staff can also search for any item banned by the school rules which has been identified in the rules as an item which may be searched for2.

Confiscation

· School staff can seize any prohibited item found as a result of a search. They can also seize any item, however found, which they consider harmful or detrimental to school discipline. 

1 The ability to give consent may be influenced by the child’s age or other factors.

2 This provision applies to academies through The School Behaviour (Determination and Publicising of Measures in Academies) Regulations 2012.
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