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Digital Literacy and Citizenship in a Connected Culture 
Key Stage 1 / Key Stage 2 Summary Scheme of Learning 

 

 

KS1-KS2 
Unit Age Related 

Descriptor 
Common-Sense 
Resource 

Cybersmart and Other Resources 

 
 
 
 
 

Safety  
and security 

 
Safety 
 
 

Pupils learn that the Internet is a great 
place to develop rewarding online 
relationships  and learn to recognize 
websites that are good for them to visit; 
but they also learn to be cautious and to 
check with a trusted adult before 
sharing private information. 

 

Staying Safe Online DigiDuck 
 
The adventures of Lee and Kim 
 
Disney Online Safesurfing game 

Smartie the Penguin 
 
Roar Educate – Malware 
and Spyware  poster – Bug 
Catcher 
 
 

 

 
Security 

 

Pupils learn to make good passwords for 
their accounts, learn about spam and 
how to deal with it. They begin to 
understand the implications for the 
information that they share online and 
how some websites might use that 
information without their knowledge. 

Keep it Private 

 
Sharing Personal Information 
 
Smartie the Penguin 
 

Roar Educate poster – Strong 
Passwords 
 
Guy Fawkes shares personal 
information over the internet and 
gets into trouble 
 

The Smart Crew 
 
Hector's World 
 
Roar Educate Poster – 
Online Identity 

 

 
 

Digital  
Citizenship 

 
Digital Life 

 

Pupils are introduced to their roles as 
digital citizens in an online community, 
where they reflect on how they are 
responsible not only for themselves but 
for others, in order to create a safe and 
comfortable environment. 

My Online Community Roar Educate poster – Online Life 
 

Flat Stanley   
 
CBBC – Games – Beaker you 
choose 

 

 

  

http://www.commonsensemedia.org/educators/lesson/staying-safe-online-2-3
http://www.kidsmart.org.uk/teachers/ks1/digiduck.aspx
http://www.thinkuknow.co.uk/5_7/LeeandKim/
http://www.disney.co.uk/DisneyOnline/Safesurfing/game/child-game-under10.html
http://www.kidsmart.org.uk/teachers/ks1/readsmartie.aspx
http://www.roareducate.com/wp-content/uploads/pdf/mo_bugcatcher.pdf
http://www.roareducate.com/wp-content/uploads/pdf/mo_bugcatcher.pdf
http://www.roareducate.com/wp-content/uploads/pdf/mo_bugcatcher.pdf
http://www.commonsensemedia.org/educators/lesson/keep-it-private-2-3
http://www.cybersmart.gov.au/Schools/Teacher%20resources/Middle%20primary/~/media/Files/Teacher%20resources/Middle%20Primary/Middle%20Primary%20Sharing%20Personal%20Information.ashx
http://www.kidsmart.org.uk/downloads/Smartie%20the%20Penguin%20Lesson%20Plan.pdf
http://www.roareducate.com/wp-content/uploads/pdf/mo_cooking.pdf
http://www.roareducate.com/wp-content/uploads/pdf/mo_cooking.pdf
http://www.bbc.co.uk/cbbc/clips/p00nxz6y
http://www.bbc.co.uk/cbbc/clips/p00nxz6y
http://www.bbc.co.uk/cbbc/clips/p00nxz6y
http://www.childnet.com/kia/primary/smartadventure/chapter3.aspx
http://www.hectorsworld.com/island/index.html
http://www.roareducate.com/wp-content/uploads/pdf/mo_jungleclub.pdf
http://www.roareducate.com/wp-content/uploads/pdf/mo_jungleclub.pdf
http://www.commonsensemedia.org/educators/lesson/my-online-community-2-3
http://www.roareducate.com/wp-content/uploads/pdf/mo_were_online.pdf
http://www.flatstanley.com/about
http://www.bbc.co.uk/cbbc/games/beaker-you-choose
http://www.bbc.co.uk/cbbc/games/beaker-you-choose
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Digital 
Citizenship 

(Cont) 

 
Privacy and 
Digital 
Footprint 

 

Pupils learn that the Internet is a public 
space, and then develop skills to protect 
their privacy and respect the privacy of 
others. 

Follow the Digital Trail 

 
Roar Educate poster – privacy 
and posting 

Old embarrassing videos 
come back to haunt a Saxon 
Monk as he applies for an 
Abbotship 
 

 
 
Connected 
culture 
 

Pupils explore how they interact with 
others online and are introduced to the 
concept of cyberbullying.  They also 
learn how to communicate effectively  
to prevent miscommunication in order 
to be a responsible member of a 
connected culture. 

Screen out the Mean 
 

Show Respect Online 

 

Online symbols 
 
Positive Online Communications 
 
Cyberbullying 
 

Kidscape advice for children on 
cyberbullying 
 
Beatbullying resources 

Roar Educate poster – 
Netiquette and Chat 
 

Cyber-Cafe 

 

 

 
Self-
Expression 
and identity 
 

    

 

 
Respecting 
Creative 
Work 

 

    

 

http://www.commonsensemedia.org/educators/lesson/follow-digital-trail-2-3
http://www.roareducate.com/wp-content/uploads/pdf/mo_twinsparty.pdf
http://www.roareducate.com/wp-content/uploads/pdf/mo_twinsparty.pdf
http://www.bbc.co.uk/cbbc/clips/p00nxzmg
http://www.bbc.co.uk/cbbc/clips/p00nxzmg
http://www.bbc.co.uk/cbbc/clips/p00nxzmg
http://www.bbc.co.uk/cbbc/clips/p00nxzmg
http://www.commonsensemedia.org/educators/lesson/screen-out-mean-2-3
http://www.commonsensemedia.org/educators/lesson/show-respect-online-2-3
https://dl-web.dropbox.com/get/Progressions/Scheme%20of%20Work%20Progressions%20by%20Age%20Group%20-%20Current%20versions/KS1%20%26%202/Online%20symbols
http://www.cybersmart.gov.au/Schools/Teacher%20resources/Middle%20primary/~/media/Files/Teacher%20resources/Middle%20Primary/Middle%20Primary%20Positive%20Online%20Communication.ashx
http://www.cybersmart.gov.au/Schools/Teacher%20resources/Middle%20primary/~/media/Files/Teacher%20resources/Middle%20Primary/Middle%20Primary%20Cyberbullying.ashx
http://www.kidscape.org.uk/cyberbullying/cyberbullying.shtml
http://www.kidscape.org.uk/cyberbullying/cyberbullying.shtml
http://www.beatbullying.org/dox/resources/resources.html
http://www.roareducate.com/wp-content/uploads/pdf/mo_chatterbox.pdf
http://www.roareducate.com/wp-content/uploads/pdf/mo_chatterbox.pdf
http://www.thinkuknow.co.uk/8_10/cybercafe/Cyber-Cafe-Base/
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Research and 
Information 

Literacy 

 
Searching 

Pupils are introduced to the basics of 
online searching, including how to use 
effective keywords.  They also learn to 
conduct searches that provide them 
with the most helpful and relevant 
information. 

Using Keywords Appropriate Content 
 
Searchbox – Childrens Search 
Engines 

Roar Educate Poster – 
Searching Online 

 

 
Research 
and 
Evaluation 

 

Pupils learn skills for evaluating 
websites, online information, and 
advertising, and learn to identify 
different types of online advertising. 

 

Things for sale Media Smart – Digital Adwise 

 
 

 

 

 

http://www.commonsensemedia.org/educators/lesson/using-keywords-2-3
http://www.cybersmart.gov.au/Schools/Teacher%20resources/Middle%20primary/~/media/Files/Teacher%20resources/Middle%20Primary/Middle%20Primary%20Appropriate%20Online%20Content.ashx
http://www.searchbox.co.uk/kids.htm
http://www.searchbox.co.uk/kids.htm
http://www.roareducate.com/wp-content/uploads/pdf/mo_boogle.pdf
http://www.roareducate.com/wp-content/uploads/pdf/mo_boogle.pdf
http://www.commonsensemedia.org/educators/lesson/things-sale-2-3
http://www.mediasmart.org.uk/resources-digital.php

